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Mission Statement

Europol’s mission is to support its Member States in preventing and combating all forms of
serious international and organised crime, cybercrime and terrorism.

Executive summary

Europol’s Programming Document is prepared on the basis of Article 12 of the Europol
Regulation and Articles 32 and 33 of the Financial Regulation applicable to Europol. An
overview of the current and anticipated future policy factors influencing or impacting
Europol’s work in the coming years is presented in Section I.

The strategic programming of Europol including resources programming is provided in
Section II - Multi-annual programming 2021-2023. Special focus will be placed on five main
strategic priorities which have been identified as part of the Europol Strategy 2020+. These
priorities will guide the work of the Agency in the years 2021-2023 to:

e be the EU criminal information hub making full use of data from an extensive network
of partners;

e deliver agile operational support;

e be a platform for European policing solutions;

e be at the forefront of innovation and research for law enforcement;

e be the model EU law enforcement organisation with robust performance, good
governance and accountability, promoting diversity and staff engagement.

In Section III, Europol’s Work Programme gives a comprehensive overview of the full work
portfolio of the agency, including its regular work and specific annual objectives and actions
for 2021; the work is organised around the different areas of operation (Activities). Beyond
the established (recurrent) work of the agency, annual objectives and actions also reflect
and contribute to the strategic priorities identified for 2020+.

In 2021 Europol will continue providing the Member States with high quality operational
support to investigations in the priority areas aligned with the new EU Security Union
Strategy. The planned work of the European Cybercrime Centre (EC3), the European
Financial and Economic Crime Centre (EFECC), the European Serious and Organised Crime
Centre (ESOCC) -including the European Migrant Smuggling Centre (EMSC), the European
Counter Terrorism Centre (ECTC) including the European Union Internet Referral Unit (EU
IRU) next to the 24/7 Operational Centre and the horizontal support functions is extensive
and in 2021 as every other year it is full with proposals for new initiatives and further
evolvement of capabilities, expertise and tools, in order to exploit the latest opportunities
and be able to offer the necessary support to MS’ operations.

Some aspects of the implementation of the Work Programme might continue to be affected
by the implications of the COVID-19 pandemic in 2021, in ways that cannot be predicted
exactly in this moment.

Next to Europol’s usual tasks and responsibilities, the main highlights foreseen for 2021 are
summarised below:

e 2021 will be a dynamic year in terms of following new policy initiatives and
implementing emerging tasks falling within Europol’s mandate. The new EU Security
Union Strategy, the EU Drugs Agenda, the EU strategy for a more effective fight against
child sexual abuse, the EU Action Plan against Firearms Trafficking and the Pact on
Migration and Asylum will have an impact on Europol’s work and are already reflected
to the extent possible in the agency’s planning for 2021.

e The Commission presented a proposal for a Europol Regulation Recast in December
2020. While it is premature to anticipate the potential impact of the Recast on the
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planning for 2021, Europol will be following the relevant developments and will remain
available - if requested - to provide expert input. The priorities of the EU Policy Cycle
for organised and serious international crime 2018-2021 will remain the key driver for
the operational support provided by Europol to the Member States’ competent
authorities. The agency will continue facilitating the work of EMPACT and the provision
of funding opportunities for the EU Eastern Neighbourhood countries in relation to the
EU Policy Cycle priorities. In the same year, the agency will deliver SOCTA 2021 which
will give recommendations for the operational priorities during the next cycle.

The concept of High Value Targets (HVT) aims at refocusing operational efforts in
fighting those organised crime groups or individuals that constitute the highest threat to
the internal security of the EU. The high risk OCGs are extensive and complex, and
operate in several Member States. The provision of operational support for such high-
profile investigations is resource intensive and require highly specialised criminal
expertise in @ number of domains and also the latest investigative processes and
technical tools. With a dedicated budget for HVTs, in 2021 Europol will be able to improve
its support to Member States in terms of flexibility, comprehensiveness and magnitude.
In parallel, the establishment of the Operational Coordination Team at ESOCC should
reinforce the application of the standardised HVT/OFT process and criteria and have a
positive effect on prioritisation and resource optimisation.

Criminal analysis remains at the core of Europol’s business and the agency has
identified the need to strengthen analysis coordination through enhanced attention to
quality output and control, standardisation, training, specialised analysis and a more
efficient and flexible reassignment of resources. This called for a more streamlined
approach to analysis as a result of which the agency set up in 2020 the new Analysis
and Strategy Coordination Unit. The Unit will require further reinforcement in 2021 in
order to address the challenges related to Europol’s analytical output and to enhance
the related services and products delivered to the Member States.

In line with the Europol Strategy 2020+, Europol is aiming at positioning itself at the
forefront of law enforcement innovation and research. In order to achieve progress in
the area and ensure that the intended approach to innovation is future-proof and
directed towards the needs of Member States Europol will continue implementing the
Innovation Lab, initiate the creation of an EU Observatory for innovation and launch
the EU Innovation Hub for Internal Security.

In 2021 Europol will start the implementation of its new External Strategy 2021-2024
and will pursue establishing or reinforcing cooperation with selected high-priority third
countries as listed in the Management Board decision on Europol’s external relations
priorities. In parallel, the agency will finalise the working modalities for providing support
to the European Public Prosecutor's Office and establish effective operational
collaboration. Cooperation with the Justice and Home Affairs Agencies remains a priority,
and in particular the outreach to the new European Union Agency for Asylum (ex. EASO).

The Information Management Strategy developed in 2020 will guide the streamlining
and development of information management at Europol in the coming years. Main
activities will be outlined in an Implementation Plan which will be presented to the MB.
The multiannual New Environment for Operations (NEO) programme will continue with
its ambition to re-design the information management architecture of the agency while
the work on the EU Interoperability will be further pursued in line with the European
Commission planning and in close cooperation with eu-LISA.

2021 (onwards) will be a challenging time for the information processing capabilities of
Europol’s Operational Centre as several heavy workload projects will start materialising.
The inauguration of the SIRENE Office will require effective handling of hits on terrorist
alerts and supplementary information. The follow-up on Member States’ hits with
Europol’s analysis data and the facilitation of information exchange with the UK post-
Brexit are two new potentially significant tasks. Furthermore, in 2021 (as postponed
from 2020) the Operational centre will have a major coordinating role for the UEFA
European Championship by hosting the Police Information and Coordination Centre.
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In the area of travel intelligence, the agency will further streamline its capabilities
towards the establishment of a European Travel Intelligence Centre. In 2021 this will
include an increase in the operational support provided to Member States’ investigations,
adjustments to the exponential growth of travel data volumes and the expansion of the
dedicated liaison network. With the approaching of ETIAS, the preparations for the
setting up of a 24/7 service to ensure the swift follow-up on hits of travel authorisation
applications against Europol data are becoming increasingly important but are not
backed yet with the necessary resources, creating a major risk to the delivery of
expected services.

Drugs Trafficking remains one of the largest criminal market in the EU and the number
of organised crime groups and supply of illicit drugs are increasing. Europol has aligned
its initiatives in the area to the extent possible (given available resources) to the new
EU Agenda and Action Plan on Drugs 2021-2025. Another policy initiative to which
Europol will be contributing is the EU action plan on firearms trafficking 2020-2025.
The agency will continue to assist Member States in gathering information and building
a sound criminal intelligence picture on the use of Dark Web for illicit trade of firearms
and will intensify work related to trafficking of weapons through postal and fast parcels.
In parallel, Dark Web-enabled illegal immigration and document fraud will be in the
focus of the European Migrant Smuggling Centre at ESOCC, which is expected to bring
forward joint investigations. In 2021, the new EU Action Plan against Migrant Smuggling
will be presented, which may have an impact on Europol’s work as well.

In the area of cybercrime Europol will have at its disposal the new Decryption
platform in 2021 and will aim at optimising the utilisation of the acquired additional
processing capacity in order to improve the speed and efficiency of the recovery of
encrypted data seized during criminal investigations. Furthermore, EC3 is planning to
strengthen its support to cryptocurrency-related investigations of Member States, the
operational and tactical response to ransomware and the malware analysis capabilities
of the Europol Malware Analysis Solution (EMAS).

2021 will be also a dynamic year in which different policy initiatives in the cybercrime
area will be taking shape and start materialising. Europol will coordinate the law
enforcement contribution to the future EU Joint Cyber Unit and ensure that the position
of Europol’s EC3 as the criminal intelligence hub for the EU is assured and maintained
within the framework of the prospective European Child Protection Centre put
forward by the new EU strategy for a more effective fight against child sexual abuse.

In the area of counter-terrorism, efforts to achieve greater information exchange
among the relevant partners at EU level will continue, together with Europol’s
commitment to provide better and extended operational support to Member States’
investigations. Furthermore, the ECTC is preparing to address the emerging trend of
right wing extremism and undertake steps towards the setting up of an EU-wide
coordination mechanism to tackle this crime phenomenon.

Another particular endeavour for Europol is to contribute towards the more efficient
handling of online terrorist content by setting up an EU platform for referrals and
removal orders (Project PERCI) as a communication and coordination tool between
Member States and relevant online service providers. Due to the complexity of the
project and already overstrained ICT and operational capabilities of Europol, in 2021 the
platform will be launched at a minimum viable product level which will continue being
developed in the following years as additional resources become available.

Implementing the EU Crisis Protocol (EUCP) on a collective response to viral spread
of terrorist and violent extremist content online is another resource intensive new task
for Europol. The setting up of an operational platform enabling the 24/7 real time crisis
response depends directly on the progress of the PERCI project while the taking up of a
central role in the coordination of the emergency response by Europol will require further
staff investment.

The EU IRU will continue the effort to facilitate Member States’ access to digital data
from online service providers through the expansion of geographical scope of the Cross-
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Border Access to Electronic Evidence (SIRIUS) Project and its judicial dimension,
among other features. The project should also provide specialised support on the
identification of High Value Targets.

Following its establishment in 2020 the European Financial and Economic Crime
Centre (EFECC) will continue the process of expanding and optimising its potential to
increase Europol’s responsiveness and operational performance in the areas of fraud,
money laundering, asset recovery, corruption and counterfeiting. The demand for
financial intelligence support to Member States’ investigations remains higher than
the centre’s capacities and further efforts need to be made in expanding EFECC services
towards all forms of corruption as a new area of work. There is also a significant
number of stakeholders in the Member States (FIUs, Customs, tax agencies, financial
investigators and anti-fraud experts) as well as relevant institutional partners in the EU
(the EPPO, OLAF, the ECB and the EU-IPO) and private sector with whom enhancing the
cooperation will be an important element of EFECC’s work in 2021.

The implementation of the multiannual Strategic Housing Roadmap will continue and
in 2021 Europol will be operating from its existing headquarters and the first temporary
satellite building, while the second temporary satellite building should also become
operational. Construction work at the headquarters has to be undertaken in order to
maximise the office space and the preparatory work for a new additional permanent
building has to advance in collaboration with the Host State. These activities require a
major effort and ultimately an expansion of the necessary facilities, ICT, security and
administrative services for the years ahead.

As a result of the COVID-19 outbreak in 2020, Europol implemented a series of
measures in order to minimise the impact on the agency’s work. In 2021, Europol will
continue to further develop and implement such future proof activities, i.e.
decentralised working methods, teleworking (including with secure operations network
laptops where feasible, due to the nature of the operational information processes), and
modernised electronic workflows.

Table: Overview of Europol’s objectives for the year 2021

Europol WP Objective 2021

Activity

A.1.1 Develop and maintain reliable and secure operational ICT and IM
capabilities.

A.1.2 Initiate the implementation of the Information Management
Strategy.

A.1. Development of
operational ICT and
IM capabilities

A.1.3 Implement improvements to core operational capabilities.

A.1.4 Implement the New Environment for Operations and further develop
other operational ICT capabilities.

A.1.5 Advance interoperability and connectivity with information
management systems at EU level to enhance information exchange.

A.2. Operational
Coordination

A.2.1 Ensure the effective functioning of the Operational Centre in
managing operational information.

A.2.2 Utilise the newly acquired access of Europol to the Schengen
Information System.

A.2.3 Provide support to operations and crises management.
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Objective 2021

A.2.4 Host the Police Information and Coordination Centre (PICC) at
Europol for the UEFA European Championship 2021.

A.2.5 Streamline Europol’s capabilities in the area of travel intelligence
towards a European Travel Intelligence Centre (ETIC).

A.2.6 Provide support to EU Member States in the area of special tactics.

A.2.7 Provide support and funding opportunities to EU Member States’
EMPACT projects.

A.2.8 Extend Europol’s support for the EU Eastern Neighbourhood
countries in relation to the EU Policy Cycle.

A.2.9 Manage and support medium to long-term deployments, incl.
Europol’s Guest Officers capability.

A.3. Combating
Serious and
Organised Crime

A.3.1 Ensure the effective functioning of the ESOCC in providing strategic
and operational support to EU Member States’ investigations on SOC and
the implementation of EU Policy Cycle priorities.

A.3.2 Enhance coordination and operational efforts against High Value
Targets.

A.3.3 Provide support to EU Member States’ investigations on drugs
supply.

A.3.4 Provide support to EU Member States’ investigations on weapons
and explosives.

A.3.5 Provide support to EU Member States’ investigations on high risk
and cross border Organised Crime Groups.

A.3.6 Provide support to EU Member States’ investigations on property
crime.

A.3.7 Provide support to EU Member States’ investigations on
environmental crime.

A.3.8 Provide support to EU Member States’ investigations on organised
crime related to migrant smuggling.

A.3.9 Provide support to EU Member States’ investigations on trafficking in
human beings.

A.4. Combating
cybercrime

A.4.1 Ensure the effective functioning of EC3 in providing strategic and
operational support to EU Member States’ investigations on cybercrime
and the implementation of EU Policy Cycle priorities.

A.4.2 Provide digital forensics support to EU Member States’
investigations.

A.4.3 Provide document forensics support to EU Member States’
investigations.

A.4.4 Provide cyber intelligence support to EU Member States’
investigations.

A.4.5 Provide support to EU Member States’ investigations on cyber-
dependent crimes.

A.4.6 Provide support to EU Member States’ investigations on child sexual
exploitation.
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Europol WP s e
Activity Objective 2021
A.4.7 Provide support to EU Member States’ investigations on non-cash
payment fraud.
A.4.8 Provide support to EU Member States’ investigations on the Dark
Web.
A.4.9 Provide support and operational coordination to the J-CAT
operations and activities.
A.4.10 Proactively develop expertise and solutions related to challenges in
cybercriminal investigations.
A.5.1 Ensure the effective functioning of the ECTC in providing strategic
and operational support to EU Member States’ investigations related to
counter-terrorism.
A.5.2 Provide support to EU Member States’ counter-terrorism
investigations.
A.5.3 Provide support to EU Member States’ investigations on war crimes,
genocide and crimes against humanity.
A.5.4 Provide support to EU Member States’ CT investigations with
terrorism-related financial information.
A.5.5 Provide CBRN/E support to EU Member States’ investigations.
A.5. Counter-
terrorism

A.5.6 Provide support to the ATLAS Network.

A.5.7 Provide internet referral services.

A.5.8 Establish an EU platform to tackle illegal content online as a
communication and coordination tool for referrals and removal orders
within the EU.

A.5.9 Further develop and implement the EU Crisis Protocol (EUCP) on a
collective response to viral spread of terrorist and violent extremist
content online.

A.5.10 Provide operational support to EU Member States’ CT internet-
based investigations.

A.5.11 Provide technical support to CT internet-based investigations and
referrals.

A.5.12 Further expand the scope of the Cross-Border Access to Electronic
Evidence (SIRIUS) Project.

A.6. Combating
Financial and
Economic Crime

A.6.1 Reinforce the European Financial and Economic Crime Centre
(EFECC) to extend the provision of strategic and operational support to EU
EU Member States’ investigations on financial and economic crime.

A.6.2 Provide support to EU Member States’ investigations on fraud.

A.6.3 Provide support to EU Member States’ investigations on money
laundering.

A.6.4 Provide support to EU Member States’ investigations in identifying
and tracing proceeds of crime.
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Objective 2021

A.6.5 Extend Europol’s support to EU Member States’ investigations on
other forms of corruption beyond sports corruption.

A.6.6 Provide support to EU Member States’ investigations on
counterfeiting.

A.7. Strategic and
Analysis Coordination

A.7.1 Reinforce criminal analysis coordination and expertise at Europol to
ensure provision of quality analysis support to Member States’
investigations.

A.7.2 Reinforce analysis training capabilities and coordination at Europol.

A.7.3 Deliver quality strategic reports.

A.7.4 Support strategic analysis in the EU Neighbourhood countries.

A.7.5 Continue to implement Europol’s Innovation Strategy by
establishing the basic structure and processes underpinning of the Europol
Innovation Lab and by hosting the EU Innovation Hub for internal security.

A.7.6 Manage cooperation with Member States.

A.7.7 Manage cooperation with third countries.

A.7.8 Manage cooperation with EU institutions, agencies or bodies.

A.7.9 Manage cooperation with international and regional organisations,
and private parties.

A.8. Governance,
support and
administration

A.8.1 Continue optimising Europol’s corporate functions.

A.8.2 Ensure efficient internal and external communication.

A.8.3 Ensure efficient human resources and budget management.

A.8.4 Progress towards the rationalisation and expansion of Europol’s
facilities services and capabilities.

A.8.5 Ensure the necessary level of physical, personal and information
security at Europol.
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SECTION I - General Context

This section presents policy factors that are expected to influence Europol’s work in the
coming years.

1. Security Union

1.1. The new Security Union Strategy

The new Security Union Strategy adopted on 24 July 2020 lays out four strategic priorities
for action at EU level:

e A future-proof security environment: The Commission will put forward new EU rules on
the protection and resilience of critical infrastructure. It will promote public private
cooperation to ensure stronger physical protection of public places and detection
systems against terrorist attacks. By the end of 2020, the Network and Information
Systems Directive should be reviewed. In addition, the Commission has identified the
need for a Joint Cyber Unit as a platform for structured and coordinated cooperation.

e Tackling evolving threats: the Commission will make sure that existing EU rules against
cybercrime are fit for purpose and will explore measures against identity theft and how
to enhance law enforcement capacity in digital investigations which would include
artificial intelligence, big data, etc. The Commission put forward on 24" July 2020 a
strategy for a more effective fight against child sexual abuse online (more below) and
will provide as next an EU approach on countering hybrid threats.

e Protecting Europeans from terrorism and organised crime: Steps are under way to
strengthen border security legislation and cooperation with non-EU countries and
international organisations. An EU Agenda on Counter-Terrorism, including a «Protect»
Action Plan, will be issued in Q3 2021. Key measures to fight organised crime include an
Agenda for tackling organised crime, including trafficking in human beings planned for
early 2021. The Commission adopted on 24 July 2020 a new EU Agenda on Drugs and a
new EU Action Plan against firearms trafficking (more below). Furthermore, the current
framework on seizing criminals' assets will be reviewed and a new EU Action Plan against
migrant smuggling will be put forward in Q2 2021.

e A strong European security ecosystem: Key measures include strengthening Europol's
mandate and further developing Eurojust to better link judicial and law enforcement
authorities. Working with partners outside of the EU is also crucial. Cooperation with
Interpol will be reinforced through the planned EU-Interpol Agreement. Research and
innovation are powerful tools to counter threats and to anticipate risks and opportunities.
As part of the review of Europol's mandate, the Commission will look into the creation
of a European Innovation hub for internal security.

1.2. European Police Partnership

The European Police Partnership has been initiated by the German Presidency with the
overarching goal to ensure that every police officer in Europe has access at all times to the
information they need to do their job. The document has three pillars:

1) Applying artificial intelligence to make better use of ever growing flow of data. In this
context Europol is mentioned as a key hub for information and innovation, which must
be further strengthened and expanded in terms of its capacities.

2) Reinforcing European police partnership within the EU, by making full use of the
possibilities for EU-wide alerts/information sharing for crimes.

3) Anchoring Europe as an active partner in police cooperation around the world. While
organised crime affecting the EU has links to more than 130 countries, Europol only has
operational agreement with 17. In a globalised world, European law enforcement must
be able to share data with countries whose legal systems are not entirely in accord with
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that of the EU. More effective tools and processes with third countries are needed to
share information with trustworthy third countries in real time.

1.3. European Commission’s Communication: Enhancing the accession process - A
credible EU perspective for the Western Balkans

In February 2020, the European Commission adopted a communication on “Enhancing the
accession process — A credible EU perspective for the Western Balkans”, which foresees
stronger commitments by the EU and the Western Balkans. Credibility should be reinforced
through an even stronger focus on fundamental reforms, starting with the rule of law, the
functioning of democratic institutions and public administration as well as the economy of
the candidate countries.

1.4. Joint Communication: Eastern Partnership policy beyond 2020: Reinforcing
Resilience — an Eastern Partnership that delivers for all

The Commission-EEAS joint communication Eastern Partnership policy beyond 2020 was
published on 18 March 2020 and comprises a new policy framework aiming at strengthening
resilience in partner countries in light of today's challenges, foster sustainable development
and deliver tangible results for citizens. The EU, Member States and partner countries are
invited to work together for accountable institutions, the rule of law and security as a long-
term objective in the Eastern Partnership countries. In particular, the EU shall work towards
reinvigorating its support for fighting corruption and economic crime and improving cross-
border cooperation to better protect people against organised crime as well as stepping up
support for security dialogues and cooperation.

1.5. Strengthening cooperation with CSDP missions and operations

Council Conclusions on the implementation of Civilian Compact were adopted by Council on
9 December 2019 and also endorsed by the European Council in the same month. Among
others, the Conclusions highlighted that the closer cooperation and synergies between
relevant civilian CSDP structures, Commission services and JHA actors in line with the
Compact and their respective legal mandates, should be intensified at multiple levels and
through the competent working groups.

2. Serious and Organised Crime
2.1. EU Agenda and Action Plan on Drugs 2021-2025

The new EU Agenda on Drugs puts forward the following priority areas: targeting high-risk
organised crime groups active across the EU, and disrupting criminal business models
especially those that foster collaboration between different organised crime groups;
proceeds and instrumentalities of organised crime groups involved in the drug markets, and
social reuse of confiscated assets; international cooperation with third countries or regions
and involvement of relevant EU agencies.

Further efforts are needed to address smuggling of drugs in and out of the EU by using
established trade channels and illicit or undeclared crossing of the EU borders. The Agenda
requires measures for more effective monitoring of logistical and digital channels exploited
for drug distribution in close cooperation with the private sector (digitally enabled drug
markets; postal and express services, cross-EU rail and fluvial channels and the general
aviation space). Dismantling of drug production and processing, preventing the diversion
and trafficking of drug precursors for illicit drug production, and eradicating illegal cultivation
are also one of the objectives.

2.2. Action Plan against Firearms Trafficking

The Commission invites Member States and south-east Europe partners to improve
cooperation among law enforcement authorities (customs, police and border guards), but
also with prosecutors and forensics specialists, to tackle the principal sources and routes of
illicit firearms. The Commission will also improve cooperation between law enforcement and
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parcel and postal operators, to ensure stricter oversight of shipments containing firearms.
Cooperation between the EU and non-EU partners need to be stepped up in particular with
countries in North Africa and the Middle East. The Commission will take action to establish
a systematic and harmonised collection of data on seizures of firearms, and publish annual
statistics. In cooperation with Europol, the Commission will explore the feasibility of rolling
out at EU-level a tool to track in real-time firearms-related incidents and develop a
permanently up-to-date picture. The Commission invites Europol and Member States to
keep a focus on firearms cases in the framework of cyber patrolling operations and actions
against dark web marketplaces.

2.3. European Public Prosecutor’s Office (EPPO)

Regulation (EU) 2017/1939 establishing the European Public Prosecutor’s Office entered into
force in November 2017. The office should be fully established by the end of 2020 and
Europol is required to assist the office in its mission to investigate and prosecute criminal
offences affecting the financial interests of the Union.

2.4. Pact on Asylum and Migration

On 23 September 2020, the European Commission presented the new Pact on Migration and
Asylum. Of relevance for Europol will be the proposals for a Regulation introducing a
screening of third country nationals at the external borders; Regulation on the establishment
of Eurodac; Recommendation on an EU mechanism for Preparedness and Management of
Crises related to Migration; Guidance on the implementation of EU rules on definition and
prevention of the facilitation of unauthorised entry, transit and residence and others. The
main explicit role foreseen in the Pact for Europol stems from the forthcoming 2021-2025
EU Action Plan against migrant smuggling, which will build on the work of the European
Migrant Smuggling Centre and the other JHA Agencies, resulting in stronger inter-agency
cooperation to address challenges in the areas of financial investigations, asset recovery
and document frauds, as well as new phenomena such as digital smuggling.

2.5. European Council Conclusions October 2018 and Council’'s package
“Enhancing the response to migrant smuggling networks: a comprehensive
and operational set of measures” of 6 December 2018

In October 2018, the European Council concluded that the fight against people-smuggling
networks needs to be stepped up and recommended the following set of operational
measures some of which are directly relevant for Europol:

e Increase the EMSC's capacity to support MSs in migrant smuggling investigations.
Connect all relevant actors to the Information Clearing House at the EMSC (ICH).
Enhance the direct link between front line information and information analysis
capacities.

Intensify the use of the EU Policy Cycle/EMPACT.

Establish a Joint Liaison Task Force on migrant smuggling at Europol (JLT-MS).

Use regional joint operational platforms.

Strengthen the financial investigation component.

Operational needs-based training.

Strengthen the capacity of the EU Internet Referral Unit within Europol, including by
making available additional resources to Europol.

e Strengthen links with CSDP missions/operations.

3. Cybercrime

3.1. European Commission’s Cyber policy package of 15 September 2017
In September 2017, the Commission adopted a package on cybersecurity with a wide-
ranging set of measures to reinforce the EU's resilience and response to cyber-attacks. The

package comprises several elements that are of direct relevance to Europol, as outlined in
the Communication “Resilience, Deterrence and Defence: Building strong cybersecurity for
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the EU”, the proposal for a Directive on Non-Cash Payment Fraud and the Recommendation
“on Coordinated Response to Large Scale Cybersecurity Incidents and Crises”.

3.2. European Commission’s e-evidence package

In April 2018, the Commission proposed a legislative package aiming at accelerating law
enforcement and judicial cross-border access to electronic evidence (data stored in an
electronic format that is relevant in criminal proceedings). The objective of the package is
to establish a consistent legal framework and avoid conflicting obligations with the law of
non-EU countries, as well as to protect the fundamental rights of individuals. Conceived as
a judicial cooperation tool, the e-evidence legislation could have implications for Europol,
since the SIRIUS capability is mentioned in the Draft Regulation as a possible platform to
transmit and facilitate the authentication of orders and as a de-confliction tool.

3.3. Directive of 17 April 2019 on combating fraud and counterfeiting of non-cash
means of payment

The Directive aims to strengthen the ability of law enforcement authorities to tackle fraud
and counterfeiting of non-cash means of payment by expanding the scope of the offences
related to information systems to all payment transactions, including transactions through
virtual currencies. The new law also introduces common rules on the level of penalties and
clarifies the scope of Member States' jurisdiction in such offences. Given the significant
trans-border dimension of this area of crime and in particular the volatile nature of the
electronic evidence, Member States should be able to promptly deal with urgent requests
from the network of points of contact and provide feedback within eight hours. In very
urgent and serious cases, Member States should inform Europol.

3.4. EU Strategy for a more effective fight against child sexual abuse for 2020-
2025

The Strategy published in July 2020 presents a framework for EU action in 2020-2025 to
respond to the increasing threat of child sexual abuse both online and offline. The key
initiatives foreseen are:

e In a first stage, to ensure that providers of electronic communications services can
continue their current voluntary practices to detect in their systems child sexual abuse
after December 2020.

e In a second stage, by Q2 2021, the Commission will propose the legislation by requiring
relevant online services providers to detect known child sexual abuse material and report
it to public authorities.

e The Commission will launch a study on the creation of a European centre to prevent and
counter child sexual abuse.

e The Commission will establish a prevention network of practitioners and researchers.

3.5. Council Conclusions on combatting the sexual abuse of children

In October 2019, the Council called for continued efforts in combating the sexual abuse of
children to better prevent and investigate these crimes, as well as to better protect victims.
The Council asked the industry to ensure lawful access for law enforcement to digital
evidence without weakening encryption and in full respect of privacy. Cooperation between
national law enforcement authorities, internet providers, Europol, Eurojust and Interpol
should be enhanced.

3.6. European Strategy for Data

The aim of the Strategy is to make the most of non-personal data as an asset in the digital
economy and to create a single market for data. The Commission will support the
establishment of Common European data spaces for public administration. Actions in this
areas will focus on law and public procurement data and other areas of public interest such
as data use for improving law enforcement in the EU in line with EU law, including the
principle of proportionality and data protection rules.
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3.7. Council Conclusions on the significance of 5G to the European Economy and
the need to mitigate security risks linked to 5G

On 3 December 2019, the Council published its conclusions on the issue of mitigating
security risks regarding 5G deployment in the EU. The Council ‘stresses the need to address
and mitigate potential challenges arising from the deployment of 5G networks and services
to law enforcement including e.g. lawful interception.’

3.8. White Paper on Artificial Intelligence

The White Paper issued in February 2020 mentions the benefits of Al for services of public
interest by equipping law enforcement authorities with appropriate tools to ensure the
security of citizens, with proper safeguards to respect their rights and freedoms.

3.9. COSI document on the EU Law Enforcement Emergency Response Protocol

COSI adopted in 2018 an EU Law Enforcement Emergency Response Protocol as a part of
the EU Blueprint for Coordinated Response to Large-Scale Cross-Border Cybersecurity
Incidents and Crises. The Protocol serves as a tool to support the EU LEA in providing
immediate response to major cross-border cyber-attacks through rapid assessment, the
secure and timely sharing of critical information, and effective coordination of the
international aspects of their investigations. In relation to the Blueprint, the EU is working
on a Handbook of Joint Standard Operating Procedures for the EU institutions and agencies
such as Europol which will come with obligations for EC3.

3.10. Future Joint Cyber Unit

Commission President von der Leyen has announced a proposal for an EU-wide Joint Cyber
Unit. This initiative will aim at further coordinating cybersecurity operational capabilities
across the EU. The Joint Cyber Unit which is currently in preparation may result in new or
more tasks for EC3.

4. Terrorism and radicalisation

4.1. A Counter-Terrorism Agenda for the EU: Anticipate, Prevent, Protect, Respond

On 9 December 2020, the Commission presented a new Counter-Terrorism Agenda for the
EU to step up the fight against terrorism and violent extremism and boost the EU's resilience
to terrorist threats. Europol is expected to deliver better operational support to Member
States' investigations under its revised mandate proposed on the same day. The legislative
initiative should enable Europol to cooperate effectively with private parties, provide support
to national CT investigations with the analysis of large and complex datasets (‘big data’)
and step up the work on decryption. Under the future Research Programme Horizon Europe,
Europol could assist in identifying key research themes relevant for law enforcement to help
national authorities in using modern technologies in counter-terrorism. The Commission, in
cooperation with Europol, will support the development of further guidance for the
implementation of the EU Crisis Response Protocol. There will be also a specific proposals
for the establishment of a mechanism of information exchange in CT cases among JHA
agencies, and for a network of CT financial investigators involving Europol, to help follow
the money trail and identify those involved.

4.2, Council Conclusions on EU External Action on Preventing and Countering
Terrorism and Violent Extremism

On 15 June 2020, the Council adopted Conclusions on EU External Action on Preventing and
Countering Terrorism and Violent Extremism. Key areas include the Western Balkans, North
Africa and the Middle East, Sahel and the Horn of Africa. The misuse of the internet and new
technologies for terrorist purposes are specifically addressed, as well as the need to cut off
sources of terrorism financing. Furthermore, the Council recognises that Foreign Terrorist
Fighters (FTFs) will remain a major common security challenge which should be better

15



Europol Public Information

tackled through enhanced and timely cooperation and information sharing among Member
States, INTCEN, Europol, Eurojust and Interpol.

4.3. Policy recommendations in counter-terrorism

On 15 June 2020 COSI approved a set of conclusions and updated policy recommendations
for counter-terrorism which include calls to, inter alia:

e further develop EU IRU capabilities to support Member States’ actions to prevent the
dissemination of all types of terrorist content;

e ensure preparedness for situations of viral spread of terrorist content through the
implementation of the EU Crisis Protocol;

e address the digitalisation of security and disruptive technologies; and

e establish the innovation hub for EU JHA agencies as soon as possible.

4.4. Right-wing violent extremism and terrorism

On 7-8 October 2019, the JHA Council held a debate on right-wing violent extremism and
terrorism and endorsed the need for further work on the following issues:

e create a better situational overview of right-wing violent extremism and terrorism;

e continue to develop and share good practices on how to strengthen the prevention,
detection and addressing of violent extremism and terrorism;

e address the spread of unlawful right-wing extremist content online and offline; The role
of the national Internet Referral Units (IRUs) and the EU IRU was emphasised in this
context; and

e cooperate with key third countries (i.e. Western Balkans).

4.5. EU Crisis Protocol (EUCP)

On 7 October 2019, during the 5% Ministerial Meeting, the EU Internet Forum committed to
a common approach in addressing the online dimension of terrorist and violent extremist
attacks as set out in the EU Crisis Protocol (EUCP). The EUCP requires the EU IRU to assume
a central role in the co-ordination of the emergency responses in the event of a terrorist
attack with a significant online component. In addition, the EUCP points out that for effective
crisis coordination and implementation of the protocol, a designated platform is needed that
would enable two-way communication among Europol, Member States authorities and online
service providers. Such a platform would facilitate and coordinate the referral of terrorist
content online (TCO) to OSPs while ensuring that duplication is avoided and enhancing the
standardisation and auditing of the referral process.

4.6. Proposal for Regulation on preventing the dissemination of terrorist content
online (TCO Regulation)

The proposal for a regulation on preventing the dissemination of terrorist content online of
September 2018 requires Member States to inform and cooperate with each other and may
make use of channels set up by Europol to ensure co-ordination with regards to removal
orders and referrals. In addition to referrals, the Regulation equips Member States with an
additional tool called Removal Orders which will require hosting service providers to remove
terrorist content within one hour. Once the Regulation is adopted, the EU IRU will be
expected to support its implementation and in particular, to facilitate and coordinate
referrals and potentially Removal Orders.

4.7. EU anti-racism Action Plan 2020-2025

On 18 September 2020 the Commission presented a new EU anti-racism Action Plan
promoting among others fair policing and protection against discrimination. Member States
are encouraged to step up efforts to prevent discriminatory attitudes by law enforcement
authorities and to boost the credibility of law enforcement work against hate crimes. The
Commission will work together with Member States towards better addressing violent
extremist groups, incl. a mapping of national responses to violent extremism. Commission
is also working with IT companies to counter online hate speech; a next step will come with
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the Digital Services Act, which would increase and harmonise the responsibilities of online
platforms and information service providers and reinforce the oversight of platforms’ content
policies in the EU.

5. Financial crime

5.1. Directive laying down rules facilitating the use of financial and other
information for the prevention, detection, investigation or prosecution of
certain criminal offences

The directive has entered into force on 31 July 2019 and has to be implemented in national
regulation by 1 August 2021. This legal initiative aims at improving the cooperation between
Financial Intelligence Units (FIUs) and law enforcement authorities (LEA), including Europol.
The directive provides two possibilities to Europol:

e Europol will have the right to request bank account information through Europol National
Units or by direct contact with competent authorities (such as Asset Recovery Offices if
allowed by the MS) and the latter will be entitled to reply.

e Europol will have the right to request financial information and financial analysis to FIU
through Europol National Unit or by direct contact (if allowed by the MS) and FIUs will
be entitled to reply, i.e. no legal barrier will anymore be preventing this cooperation.

5.2. Commission Action Plan for a comprehensive Union Policy on preventing
Money Laundering and Terrorist Financing

The European Commission adopted on 7 May 2020 an Action Plan for a Union Policy on
preventing Money Laundering and Terrorist Financing putting forward Commission’s
intentions to propose a more harmonised set of rules and the establishment of an EU-level
supervisor. The measure most relevant to Europol’s work comprises the setting up of a
coordination and support mechanism for Member State Financial Intelligence Units for which
the Commission will make a proposal in the first quarter of 2021. Furthermore, the
Commission will issue guidance on the role of public-private partnerships to clarify and
enhance data sharing between the private sector and law enforcement.

5.3. Tax Package

The European Commission adopted on 15 July 2020 a new Tax Package to ensure that EU
tax policy to boost the fight against tax abuse, curb unfair tax competition and increase tax
transparency. The most relevant initiative for Europol would be to get two-ways
communication channel with Eurofisc, the network of MS liaison officers facilitating
multilateral efforts against cross-border VAT fraud. The Commission will propose a
legislative initiative (2022-2023) amending the Regulation 904/2010 to establish in Eurofisc
a EU capability against VAT fraud in cross-border transactions serving not only VAT
purposes, but also financial market authorities, customs, OLAF and Europol.

5.4. The Customs Action Plan

On 28 September 2020, the Commission launched a new Customs Union Action Plan, setting
out a series of measures such as improved use of data, better tools and equipment, the
promotion of compliance, and more cooperation within the EU and with customs authorities
of partner countries. The Commission aims to ensure that customs will be able to leverage
the new payment data reporting obligations to be imposed as of 1 January 2024 on payment
service providers for VAT purposes. Access to these data would help customs to trace goods
back to their source and thus to detect undervaluation of imported goods in particular.
Commission will also launch an impact assessment (with an outcome by 2023), on the pros
and cons of establishing an EU customs agency (either a new one or part of an existing
agency).
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5.5. Council conclusions on enhancing financial investigations to fight serious and
organised crime.

On 17 June 2020, the Council approved conclusions on enhancing financial investigations to
fight serious and organised crime, where the Commission is called to consider strengthening
the legal framework for virtual assets; on the management of property frozen with a view
of possible subsequent confiscation; and on the interconnectivity of national centralised
bank account registries. Furthermore, the Commission is invited to re-engage in a discussion
with Member States regarding the need for a legislative limitation on cash payments. The
Council also calls on MS to ensure that financial investigations, as a horizontal priority in the
EU policy cycle for organised crime - EMPACT, form part of all kinds of criminal investigations
regarding organised crime. It calls on Europol to fully use the potential of the newly created
European Financial and Economic Crime Centre.

6. Information exchange and interoperability

6.1. Regulations establishing a framework for interoperability

On 12 December 2017, the Commission tabled two regulations to set up a framework for
interoperability between existing and future EU information systems for police and judicial
cooperation, asylum and migration. The new regulations establish:

e A common identity repository (CIR) that would create an individual file for each person
recorded in the EES, the VIS, the ETIAS, Eurodac or the ECRIS-TCN.

e The European search portal (ESP) to enable the simultaneous querying of EES, VIS,
ETIAS, Eurodac, SIS, the ECRIS-TCN as well as of Europol’s and Interpol’s databases.

e A shared biometric matching service (shared BMS).

e A multiple-identity detector (MID).

e A central repository for reporting and statistics for large-scale EU IT systems in the area
of freedom, security and justice.

¢ A new framework for MS law enforcement authorities” and for Europol’s access to the
EES, VIS, ETIAS and Eurodac provided by the CIR and ESP.

6.2. Recast of Eurodac Regulation

The 2020 proposal of the Eurodac Regulation builds on the provisional agreement between
co-legislators reached with regard to the 2016 proposal and aims at transforming Eurodac
into a common European database to support EU policies on asylum, resettlement and
irregular migration. Amongst others, it will better assist the control of irregular migration
and the detection of unauthorised movements by counting individual applicants in addition
to applications. Technical developments, especially Europol’s direct connection to Eurodac,
will depend on the final text of the regulation.

6.3. Regulation on the establishment, operation and use of the Schengen
Information System (SIS) in the field of border checks

The new SIS Regulation was adopted on 28 November 2018 and will enter into operation
on 28 December 2021. It will bring forward, among others, the following changes:

e Create a new alert category for “unknown wanted persons”;

e Extend Europol’s access rights in SIS to all alert categories, including alerts on missing
persons and on persons who are refused entry or stay within the territory of a MS either
on criminal grounds or because of non-compliance with visa and stay conditions;

e Introduce the obligation for MSs to report to Europol hits on alerts related to terrorist
offences;

e Allow Europol to exchange supplementary information with SIRENE Bureaux through the
SIRENE Communication Infrastructure and in accordance with the SIRENE Manual.

6.4. Recast of the Visa Information System

The proposed regulation foresees a more structured access to VIS for Europol and other MS’
law enforcement authorities. Europol would need to undertake preparatory work enabling
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future systematic check of all visa applications against Europol data (18.2.a ER) including
to search biometric data. As specifically mentioned in the draft legislation, Europol would be
entitled to receive about €30 million between 2021 and 2027 for the development of an
ABIS (Automated Biometrics Identification System) necessary to cross-check
fingerprints/facial images included in VIS against Europol’s biometric data. The VIS Recast
Regulation (not adopted yet) is planned to enter into operation in February 2022.

6.5. European Travel Authorisation System (ETIAS)

In 2016, the Commission proposed the establishment of ETIAS that would allow visa-exempt
third country nationals to obtain a travel authorisation prior to their travel to the Schengen
Area. The data provided by applicants will be cross-checked, amongst others, against
Europol's database. ETIAS travel authorisation requests will be managed by Frontex in close
cooperation with the competent authorities of the MS and Europol. Europol will be able to
request access to data stored in the ETIAS Central System and is expected to provide a
reasoned opinion on hits against Europol data to the ETIAS National Units. Europol can also
contribute data to the dedicated ETIAS Watch List. ETIAS is expected to be fully operational
towards the end of 2022 or the beginning of 2023 while its functioning will start with a grace
period during which the travel authorisation is not yet mandatory.

6.6. Entry-Exit System (EES)

The new Entry/Exit System should replace the stamping of passports and apply to all non-
EU nationals who are admitted for a short stay into the Schengen area. Expected to be
operational in 2022, the system’s objective is to improve the management of external
borders; prevent irregular immigration and facilitate the management of migration flows;
detect over-stayers and support the identification of undocumented persons in the Schengen
area. Europol would be able to request access to the EES under specific authorisation and
data protection rules.

6.7. ECRIS-Third Country National (TCN) system

Established in 2012, the European Criminal Records Information system (ECRIS) enables
national judicial authorities to receive information on previous criminal convictions in other
MS. The Commission proposed to amend the system in order to cover both EU nationals and
third-country-nationals, and thus include fingerprints of hon-EU citizens. Europol is granted
direct access to the ECRIS-TCN system in order to identify the MS holding information on
previous convictions of third-country nationals. The ECRIS will be developed and managed
by eu-LISA. The regulation was adopted in March 2019.

6.8. The Passenger Name Records (PNR) Directive

The PNR Directive provides for the establishment or designation in MS of an authority
competent for law enforcement to act as a Passenger Information Unit (PIU). PIUs are
entitled to process PNR data and are responsible for the cross-border transfer of both PNR
data and the result of its processing thereof to corresponding national PIUs and to Europol.
The Commission has evaluated the EU PNR Directive in July 2020, which gave for the time
being no particular incentive to adjust the instrument and it will prepare a review of the
current approach on PNR data transfer to third countries.

6.9. Revision of the Advance Passenger Information Directive

The revision of the Advance Passenger Information (API) Directive could allow for more
effective use of the information (notably with EES and ETIAS), while facilitating the use of
API data for law enforcement purposes and streamlining the use of API data and PNR data.
The Commission is in the process of collecting data for the revision of the API Directive. The
Impact Assessment is expected to be ready by February 2021 and a new legislative act will
be proposed in the second quarter of 2021.
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EU Policy Cycle for organised and serious crime 2018-2021

The Council adopted in 2017, on the basis of Europol’s SOCTA, ten priorities for the EU
policy cycle for organised and serious international crime for the period 2018-2021, which
largely determine the priority work of Europol for the given period. The priorities are:

1)

2)

3)

4)

5)

6)

7)
8)

9)

To fight cybercrime, by (1) disrupting the criminal activities related to attacks against
information systems, particularly those following a Crime-as-a-Service business model
and working as enablers for online crime, by (2) combating child sexual abuse and child
sexual exploitation, including the production and dissemination of child abuse material,
and by (3) targeting criminals involved in fraud and counterfeiting of non-cash means
of payment, including large-scale payment card fraud (especially card-not-present
fraud), emerging threats to other non-cash means of payment and enabling criminal
activities.

To (1) disrupt the activities of Organised Crime Groups (OCGSs) involved in the wholesale
trafficking of cannabis, cocaine and heroin to the EU, to (2) tackle the criminal networks
involved in the trafficking and distribution of multiple types of drugs on EU markets and
to (3) reduce the production of synthetic drugs and New Psychoactive Substances (NPS)
in the EU and to dismantle OCGs involved in their production, trafficking and distribution.
To disrupt OCGs that facilitate illegal immigration by providing facilitation services to
irregular migrants along the main migratory routes crossing the external border of the
EU and within the EU, particularly focussing on those whose methods endanger people’s
lives and those offering their services online, and making use of document fraud as part
of their business model.

To combat organised property crime by concentrating on disrupting highly mobile OCGs
carrying out organised thefts and burglaries across the EU. This should include OCGs
using new technologies or enhanced countermeasures which exploit the lacking
interoperability of cross-border surveillance tools.

To fight against the trafficking in human beings (THB) in the EU for all forms of
exploitation, including sexual and labour exploitation as well as all forms of child
trafficking.

To disrupt the capacity of OCGs and specialists involved in excise fraud and Missing
Trader Intra Community (MTIC) fraud.

To disrupt OCGs involved in the illicit trafficking, distribution and use of firearms.

To disrupt OCGs involved in environmental crime, more specifically wildlife and illicit
waste trafficking.

To combat criminal finances and money laundering and facilitate asset recovery in view
of effectively confiscating the criminal profits of OCGs, especially targeting money
laundering syndicates offering money laundering services to other OCGs and those OCGs
making extensive use of emerging new payment methods.

10) To combat document fraud in the EU, by targeting OCGs involved in the production and

provision of fraudulent and false documents to other criminals.
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SECTION II - Multi-annual programming 2021 - 2023
1. Multi-annual programme

The priorities of the Europol Strategy 2020+ will guide the work of the Agency in the years
2021-2023 to:

e be the EU criminal information hub making full use of data from an extensive network
of partners;

deliver agile operational support;

be a platform for European policing solutions;

be at the forefront of innovation and research for law enforcement;

be the model EU law enforcement organisation with robust performance, good
governance and accountability, promoting diversity and staff engagement.

The areas of specific focus for the years 2021-2023 are presented below:

Strategic Priority 1: Be the EU criminal information hub

Europol has established itself as the EU criminal information hub and will continue to
enhance the value of its network by providing Member States with access to a growing
number of partners and sources of information. Europol will further evolve from collecting
to connecting information; in the coming years, the focus will be on reinforcing this position
by advancing Europol’s information management architecture and rapidly embracing new
methods and technologies as they become available. Europol will also work with the relevant
EU agencies, the European Commission and the Member States to implement its roadmaps
related to travel intelligence and to EU systems interoperability.

Highlights:

e A prominent information position through an improved information management
architecture with fully integrated data management and advanced capabilities.

e Efficient intake of information, freeing up resources for analysis and operational
support.

e Exploit the opportunities made available by the interoperability of EU systems such
as increased use of biometrics.

e Implementation of Europol’s External Strategy.

Strategic priority 2: Deliver agile operational support

To increase operational impact by dismantling terrorist networks and increasingly poly-
criminal organised crime groups, Europol will develop an agile operational support model,
building on its existing experience of the Joint Cybercrime Action Taskforce (J-CAT), Joint
Operational Team (JOT) Mare, Counter Terrorism Joint Liaison Team (CT-JLT), High-Value
Targets (HVTs), Operational Taskforces (OTFs) and guest officer deployments.

Enhanced analytical capabilities will be at the core of Europol’s operational support. In
addition, Europol will develop a complete operational support model to identify, organise,
coordinate and deploy multi-disciplinary teams to work with Member States and support
priority investigations against high-value targets. Europol will also further enhance its rapid
response to terrorist attacks and other major crime incidents.

The most dangerous organised crime groups corrupt and infiltrate the public sector and
carry out complex money laundering schemes to conceal their illegal profits. To tackle these
top criminals successfully, Europol will put more focus on investigating high-value targets,
financial investigations and asset recovery.

Highlights:
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e Identification and increased support to priority investigations.

e Development of standard operating procedures for rapid response and operational
deployments.

e Expanding the EU law enforcement toolbox especially in niche technical and forensic
capabilities.

e Creation and support of an environment for multi-disciplinary teams and
transnational investigations.

Strategic Priority 3: Be a platform for European policing solutions

Europol will act as the broker of law enforcement knowledge, providing a hub through which
Member States can connect and benefit from each other’s and Europol’s expertise and
training capabilities. Europol’s evolution from a systems-based organisation to a specialised
law enforcement service provider by progressively advancing from processing to producing
knowledge will be pursued.

Europol will bring together Member States