I JUST THOUGHT IT WAS A BARGAIN, I WAS NOT AWARE OF THE RISKS…
Public awareness and prevention

Main page

How to detect fraudulent websites selling fakes

Fake social media accounts and fake apps

PURCHASING COUNTERFEIT PRODUCTS ISN’T A VICTIMLESS CRIME. DON’T GET FOOLED ONLINE! THIS IS
WHAT YOU ARE BUYING…

FAKE SUNGLASSES without any UV protection.
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FAKE PHARMACEUTICAL PRODUCTS that are unregulated.
They may contain a wrong dose of active ingredient, or none at all, or a different ingredient. They may be potentially dangerous. At
worst, can result in heart attack, coma or death.

FAKE ELECTRONICS with missing or poor quality components that can be very dangerous due to the risk of overheating,
electric shocks, fire and explosions.
FAKE DESIGNER WATCHES built with untested materials.
They will stop working after a short period of time.

FAKE COSMETICS PRODUCTS containing toxic levels of chemicals and harmful substances like arsenic, lead and
mercury.
They can lead to rashes, swelling or poisoning. Fake makeup containing beryllium, cadmium and arsenic, all of which are known
cancer-causing chemicals or can be infected with bacteria.

FAKE AUTOMOTIVE PARTS produced with sub-standard materials.
They can provoke fatal errors such as brake failure, cracked wheels, engine damage or mis ring airbags, posing a very serious risk
to your safety.

COUNTERFEIT CLOTHES containing toxic levels of chemicals and substandard materials that can cause skin irritation or
even have carcinogenic effects.
They will not provide protection in extreme weather conditions.

FAKE CHILDREN'S TOYS containing chemicals or toxic materials that can lead to diseases such as asthma or even
cancer.
Many are made with components that do not respect age indications, and can posehazards to children.
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FAKE ALCOHOL likely to contain dangerous substances such as antifreeze, fuel, and methanol.
They might provoke nausea, liver or kidney problems, coma, or even death.

You will receive other product than the one you ordered or even an empty box. Often, counterfeit products do not include all the parts that should
come with the product, or some parts will be from a different manufacturer, or you will not receive supplementary materials such as the manual.
You will not benefit from a guarantee or a return policy.
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CRIME AREAS
TARGET GROUPS
ENTITIES

Intellectual property crime • Counterfeiting and Product Piracy
General Public • Law Enforcement • Academia • Professor • Students • Researcher • Press/Journalists • Other
Intellectual Property Crime Coordinated Coalition (IPC3)

Source URL: https://www.europol.europa.eu/activities-services/public-awareness-and-prevention-guides/i-just-thought-it-was-bargain-i-was-not-aware-of-risks%E2%80%A6

5

