END OF THE ROAD FOR KEYLESS CAR THIEVES IN GERMANY AND POLAND
22 Jul 2020
Press Release

Top-of-the-range cars stolen in Germany dismantled and sold for parts
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German and Polish law enforcement authorities, supported by Europol, dismantled a network of thieves stealing expensive cars equipped with KEYLESS GO
systems.
On the action day, 16 July 2020, Polish National Police (Policja), supported by German authorities from Baden Württemberg (Landeskriminalamt), raided several
apartments and searched a former agricultural property where it is believed vehicles were dismantled for parts. The raids led to the discovery of several
thousand car parts with manually removed identification numbers. German vehicle experts, however, were able to identify several car parts, which were linked to
13 stolen vehicles from Germany and Poland. Drugs, ammunition and electronic equipment were also seized during the action day.
The Polish criminal network was well-organised and stole high-value cars equipped with KEYLESS GO systems. The suspects were able to bridge the keyless
lock and engine starting system with technical equipment. Once stolen, the cars were moved to Poland where they were immediately dismantled.
The group is suspected of stealing at least 34 vehicles worth more than €1.4 million. The cars were primarily stolen in the German region of Heilbronn. Several
actions in November 2019 resulted in the arrests of seven suspected members of the network. In May and June 2020, two Polish nationals believed to be the
leaders of the group were arrested in Norway and Poland.
Europol supported the investigation by facilitating information exchange and providing analytical support. During the action day, Europol deployed an expert to
Poland to support the investigators in the field with real-time analysis of operational information against Europol’s databases. Europol’s forensic experts will carry
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out further forensic examinations.

In 2010 the European Union set up a four-year Policy Cycle to ensure greater continuity in the fight against serious international and organised crime. In March
2017 the Council of the EU decided to continue the EU Policy Cycle for organised and serious international crime for the 2018 - 2021 period. This multiannual
Policy Cycle aims to tackle the most significant threats posed by organised and serious international crime to the EU in a coherent and methodological manner.
This is achieved by improving and strengthening cooperation between the relevant services of EU Member States, institutions and agencies, as well as non-EU
countries and organisations, including the private sector where relevant. Property crime is one of the priorities for the Policy Cycle.
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