he European Cybercrime Centre

(EC3) opened in January 2013,
with the stated intention of sup-
porting EU Member States in pursu-
ing their cybercrime investigations.
Oneyear later, EC3 has already made
significant contributions to a variety
of complex cybercrime cases, and
has plans to develop its capabilities
even further in the coming year.

The investigators and analysts who
joined EC3 from within Europol gave
it the necessary impetus from day
one; their operational experience
has already been put to good use
in some of the most complex and
technologically advanced investi-
gations Europol has ever supported.
Their ranks have been bolstered by
an enthusiastic team of newcom-
ers who are contributing the latest
cyber know-how and helping EC3
to strengthen its partnerships with
the global law enforcement and
judicial communities, CERTs
and the private sector.

In 2014, | expect EC3 to make use of
its newly opened Multi-Disciplinary
Centre for Cyber Innovation (MDC-
Cl) to support and coordinate an in-
creasing number of cybercrime-re-
lated operations. 2014 should also
see the publication of important
new threat assessments to help
police chiefs and policy-makers
to tackle cyber-related crime phe-
nomena.

EC3's progress in its first 12 months
has been remarkable but, in such a
rapidly evolving environment, we
will have to remain agile in order
to continue disrupting criminals’
online activities and making cyber-
space a safer environment.

But all of this would not have been
possible without huge support
from our colleagues in other parts
Europol, the trust from our col-
es in the 28 EU Member States
invaluable advice, tips and

Strategic iOCTA

OuUTREACH
Creation of Advisory Groups to the EC3 Programme Board

Concrete steps for engagement of:
National law enforcement agencies
Private sector

Academia
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INTERNET FACILITATED
ORGANFSED CRIME

iDeTA

Contribution
reports to the SOCTA

More than 670 specialists
are part of the SPACE community

Cyber Bits

CYBER INTELLIGENCE

i} Fostering information delivery by the private sector

Continuous scanning of open sources

2

The next generation of SPACE will
include an Instant Messaging func-

tionality with video and voice
features, allowing real time commu-
nication  between  cybercrime
experts.
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The European Cybercrime Centre (EC3), through its three Focal
Points (FP) Cyborg, Terminal and Twins, is mandated

to assist the Member States in combating

the following forms of cybercrime:

Cybercrime commited
O@' by organised groups

O generating large
criminal profits

Cybercrime causing 6

serious harm to victims

EC3 goes li
JANUARY goesive

Cybercrime affecting
critical infrastructure and
information systems in the EU
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GLOBAL CREDIT CARD
FRAUD NETWORKS

DISMANTLED
arrested
skimming
factories
4 dismantled
g o o ™

compromised credit card numbers retrieved

compromised

RANSOM < servers
I & 11 ¢
of companies located in countries
Seizure of

H gn SN N DISMANTLING
€ PROLIFIC POLICE
and several thousand in e-currency RANSOMWARE
| CYBERCRIMINAL
NETWORK

arrests in total

JUNE

JUNE

EUROPEAN

ACTION DAY
TARGETS

AIRLINE FRAUDSTERS

Member -
States
detentions
o~ )
} airports
More than /

suspicious transactions reported by the industry

DECEMBER

ZEROACCESS BOTNET
DISRUPTED

[

computers infected

COMBATING CHILD SEXUAL
EXPLOITATION ONLINE

Ongoing operations in several
online environments supported:
hidden services, P2P, websites,
forums, web streaming and
commercial distribution of child

and combéting abuse material

child sexual exploitation
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JOINT

NEW CAPABILITIES

MDCCI
Multi-Disciplinary Centre for Cyber Innovation

EMAS

European Malware Analysis System
Secure and confidential

dynamic malware analysis tool

Large File Exchange system



