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Delegates gather in the Auditorium for Europol’s European Police Chiefs Convention.
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It was a great pleasure to welcome delegates to the 
first European Police Chiefs Convention and offi-
cial opening of Europol’s new headquarters in The 
Hague.

Organised crime and terrorism have long been rec-
ognised as major threats to the internal security of 
the European Union (EU). Against this backdrop, the 
key findings of Europol’s most recent threat analyses 
(OCTA 2011 and TE-SAT 2011) (1) are that both are 
subject to constant evolution, increasingly diverse 
in their methods and increasingly responsive to 
changes in the wider world.

Given the pace of change in both criminal behaviour 
and law enforcement’s operating environment, law 
enforcement must expand its capacity for anticipat-
ing these changes. The authorities can no longer rely 
on ‘doing what they have always done’. Now, more 
than ever, strategic foresight is required for law 
enforcement agencies to keep pace with, and pre-
pare for, developments in organised criminality and 
terrorist activity.

Moreover, phenomena such as cybercrime, increased 
diversity in trafficking routes for illicit commodities 
and the emergence of `home grown’ Islamist terror-
ists and extremists mean that any idea of ‘Fortress 
Europe’ is no longer appropriate. The distinction 
between internal and external security is more and 
more blurred. Meanwhile, events in other parts of 
the world increasingly impact on the criminal land-
scape of the EU. Member States have already ex- 
perienced the effects of political instability in north 
Africa in terms of increased pressure from illegal 
immigration. In addition, Europol has reported con-
cern about the rise in anti-immigration and anti-
Muslim rhetoric and how new migration trends in 
Europe — connected with events in north Africa — 
could be exploited. It is entirely possible that there 

(1)  The EU Organised Crime Threat Assessment (OCTA) and EU Terrorism 
 Situation and Trend Report (TE-SAT) are available to download from 
www.europol.europa.eu
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will be further consequences of the upheaval in the region for EU law enforcement authorities. Europol’s 
2011  terrorism report also warned about increasing levels of professionalism by right-wing extremists, for 
 example in the use of the Internet to spread propaganda and use of social media to attract younger people 
and mobilise a larger community.

In short, global trends have European consequences. Europol, with its network of Member State experts 
and extensive analytical capability, already provides international intelligence coordination and assessment 
of current threats. In evaluating future threats and challenges, Europol is naturally seeking to draw on the 
expertise of senior police officers and other high-level officials experienced in meeting security challenges.

The European Police Chiefs Convention therefore drew together, for the first time, almost 300 chiefs of 
police, senior law enforcement officers and academic experts to debate the combating and prevention of 
serious organised crime and terrorism affecting Europe.

The venue for the convention was Europol’s new state-of-the-art headquarters, which offers cutting-edge 
facilities including accommodation for Europol’s operational control centre, used to coordinate the exchange 
of criminal intelligence in the EU.

Convention delegates participated in high-level discussions and working groups to look at the way in which 
organised crime is changing and becoming more flexible and dynamic. Common areas of concern were then 
identified and joint conclusions and guidelines for future policies agreed upon.

Finding ways to build our strengths and adding intelligence will ensure our picture of organised crime and 
terrorism is as rich and informed as possible, to better combat their many forms. As crime evolves, law 
enforcement must too.

Rob Wainwright
Director of Europol
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Day one
Welcome
Troels Ørting, Europol Assistant Director of Operations

Opening of the first European Police Chiefs Convention
Rob Wainwright, Director of Europol

Opening keynote speakers
Xavier Raufer, Criminologist, University of Paris
Hugo Brady, Research Fellow, Centre for European Reform
Victoria Baines-Mellor, Specialist, Europol’s Analysis & Knowledge Unit

Working Group on the Future of Organised Crime
Chairman: Prof Dr Jürgen Stock, Vice President, German Federal Criminal Police
Keynote speaker: Ernesto Savona, Professor of Criminology, Catholic University of Milan
Speaker: Andrew Colvin, Deputy Commissioner Operations, Australian Federal Police
Workshop focus areas: Society and politics • Economy • Technology

Working Group on the Future of Terrorism
Chairman: Xavier Raufer, Criminologist, University of Paris
Keynote speaker: Gilles de Kerchove, EU Counter-Terrorism Coordinator
Speaker: Alex P Schmid, Director, Terrorism Research Initiative
Workshop focus areas: Society • Violent Jihad • Modus operandi

European Police Chiefs Convention
Programme
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Europol’s Director, Rob Wainwright, welcomes delegates to the Convention.
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Day two
Expert panel and plenary discussions on the future of organised crime
Rob Wainwright, Director of Europol
József Hatala, Commissioner, Hungarian National Police
Jürgen Stock, Vice President, German Federal Criminal Police
Reinhard Priebe, Director of Internal Security, Home Affairs DG, European Commission
Ernesto Savona, Professor of Criminology, Catholic University of Milan
David Armond, International Director of the UK Serious Organised Crime Agency

Expert panel and plenary discussions on the future of terrorism
Rob Wainwright, Director of Europol
József Hatala, Commissioner, Hungarian National Police
Xavier Raufer, Criminologist, University of Paris
Ronald Noble, Secretary General, Interpol
Mike Smith, Executive Director of the UN Counter-Terrorism Committee
Jens Henrik Højbjerg, National Commissioner, Danish National Police

Official unveiling of the European law enforcement memorial

Day three
Presentation of the working group conclusions
The future of organised crime: Jörg Ziercke, President, German Federal Criminal Police
The future of terrorism: Xavier Raufer, Criminologist, University of Paris

High-level discussion panel
Rob Wainwright, Director of Europol
Cecilia Malmström, European Commissioner for Home Affairs
Tsvetan Tsvetanov, Deputy Prime Minister and Minister for the Interior of Bulgaria
Adam Rapacki, Undersecretary of State, Polish Ministry of the Interior
Daniel Lipsic, Minister for the Interior of Slovakia
Ronald Noble, Secretary General, Interpol
Francisco Javier Velázquez López, Director General, Spanish Police and Guardia Civil

Concluding remarks

Official opening of the new Europol headquarters
by Her Majesty Queen Beatrix of the Netherlands
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Current situation

Law enforcement in the EU has made progress in 
intelligence coordination and joint investigation of 
crimes that are already considered to be a priority. 
But we have a more limited capacity for monitoring 
crimes which do not meet this threshold, and for 
anticipating new trends.

The conservative and reactive nature of policing and 
ever-tightening budgets leave agencies insufficiently 
prepared for new threats. Having enjoyed a 
monopoly on crime fighting for many years, we 
remain good at policing what we are comfortable 
with, but our resistance to change means that we 
risk developing blind spots for those crimes that we 
do not routinely investigate.

Cybercrime is a prime example of this. While 
technology changes on a daily basis, law enforcement 
often relies on doing what it has always done. 
Criminals keep one eye on the horizon, but legislation 
struggles to keep pace and lack of harmonisation 
sometimes prevents concerted efforts and timely 
responses from Member States. For all types of 
criminal activity, asymmetry in legislation and 

The future of organised crime
Conclusions from the European Police Chiefs Convention
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Senior police and academics take part in an organised crime workshop.

regulatory policy results in displacement, not only 
between Member States but also between the EU 
and other parts of the world.

Moreover, the very criminal activities which are 
identified as being some of the most pressing, 
lucrative and rapidly evolving — such as fraud 
and cybercrime — are those which until now 
have received comparatively little concerted law 
enforcement attention or few resources. Where 
marked progress has been made in stepping up the 
investigation of cybercrime, this has often been 
achieved at practitioner level. Given the financial 
constraints under which we all currently operate, we 
need to consider smarter ways of working.

Challenges and 
future risks

Changes in the wider global environment will provide 
new opportunities for criminal activity. Demographic 
shifts such as an ageing EU population are likely to 
prove fertile ground for labour migration, raising the 
possibility of increased trafficking in human beings 
(THB) for labour exploitation and the facilitation of 
illegal immigration. In addition, geopolitical unrest 
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outside the EU has the potential to create large 
diaspora communities that are isolated, excluded 
from mainstream employment and therefore 
vulnerable to the influence of criminal groups.

Economic disparity also will continue to bring 
individuals into greater proximity to organised 
crime. Poverty, in some cases aggravated by the 
global economic crisis, has the potential to swell the 
workforces of criminal groups with not only migrants 
but also EU citizens. Projected food crises and other 
disruptions to supply chains will also fuel markets for 
counterfeit and stolen goods.

Meanwhile, criminal groups will continue to 
spot opportunities in emerging markets such as 
alternative energy supply and infrastructure, trade 
in rare minerals and the disposal of toxic waste, with 
the risk of monopolisation in markets in which there 
are large incentives, and which are not subject to 
sufficient scrutiny or competition from legitimate 
investors. Equally, illicit activity will continue to 
have a negative effect on legitimate markets. One 
example of this is the alleged contribution of metal 
theft to fluctuating metal prices.

Lack of synergy between law enforcement and 
legislative bodies enables criminals to exploit 
loopholes and capitalise on demand for illicit 
commodities. In some cases, controls and 
regulatory frameworks have themselves proved to 

©
 M

. Schm
its / Europol

Discussion panel on the future of organised crime.

be criminogenic. Moreover, the length of time it can 
take to bring suspects to trial can preclude a timely 
judicial response, thereby reducing its effectiveness 
as a deterrent.

The further development of the Internet and related 
technologies will not only put new tools at the 
disposal of all criminal groups but will also expose 
new vulnerabilities in our information society. A 
future convergence of ‘entry level’ criminal tools and 
a new generation of technically capable youth raises 
the possibility of online petty crime. In addition, 
there is likely to be an increasing overlap between 
organised crime and terrorist activity on the Internet. 
Both recent hacktivist attacks on corporations and 
government websites and the appearance of tools 
specifically designed to interfere with the control 
systems of critical infrastructure (Stuxnet) indicate 
that this will be a key concern for the future.

The mass of data available for investigation, 
especially pertaining to cybercrime and economic 
crime, is a clear challenge to established law 
enforcement capability. It is already no longer 
possible or efficient to seek to identify and prosecute 
all suspects for these crimes. At the same time, the 
volume of this information is expected to expand 
considerably, as is its role as a commodity from 
which criminal groups can profit, particularly in 
light of increased data storage in ‘the cloud’ and a 
persistently upward trend in the use of social media. 
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A more innovative approach is required, with greater 
emphasis on disruption, prevention and problem 
solving.

Recommended actions

We must gear up in the fight against organised crime, 
not only in order to optimise our responses today but 
also to prepare ourselves for the challenges of the 
future. A joined-up world requires a crime-fighting 
approach which is equally joined up. A new model 
of policing is suggested that draws on a network 
of law enforcement specialists, and emphasises 
collaboration with partners in the private sector, 
NGOs and academia.

Under this new model, joint threat and risk 
assessments bringing together a range of 
EU security actors such as Europol, Frontex, 
SitCen (2) and ENISA (3) should provide a 
comprehensive 360-degree analysis of criminal 
phenomena. In terms of turning strategic findings 
concerning operational activity, Project Harmony (4) 
will do this for crime phenomena that are already 
subject to law enforcement prioritisation.

We also now need to have a more coordinated 
approach to traditionally less visible, but no less 

(2) EU Joint Situation Centre.

(3) European Network and Information Security Agency.

(4) A European Commission-funded project to review and strengthen the Euro-
pean criminal intelligence model.

damaging, phenomena such as fraud and cybercrime. 
This is not merely a question of financial resources 
but also of sourcing the expertise, and providing the 
tools and training necessary to successfully combat 
these activities and anticipate their evolution.

Changes in the criminal landscape require changes in 
law enforcement skill sets. In order to drive forward 
the fight against organised crime, officers, including 
chiefs of police, must have greater awareness 
of emerging and less visible types of criminal 
activity, such as cybercrime and economic crime. 
Investigation tools should be standardised wherever 
possible, and knowledge of how to exploit virtual 
resources such as social media should be a minimum 
requirement for the investigation and disruption 
of organised crime. The judiciary should also be a 
priority for awareness-raising on non-traditional 
crimes.

More generally, there needs to be clear 
acknowledgement of the interconnections between 
global risks and the threat posed by criminal groups, 
and not merely in the context of assessment. This 
interconnection demands an integrated approach 
to strategic planning at EU level, with both greater 
levels of foresight and greater synergies between 
security planning and economic, energy, social and 
other frameworks. In particular, those involved 
in the development of legislative and regulatory 
frameworks should consult law enforcement with 
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A Europol expert scans and examines a counterfeit 500 euro note.
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the aim of crimeproofing future legislation. There 
is also consensus amongst experts in a number of 
different investigative fields that the EU requires 
analysis which goes beyond law enforcement’s 
traditional scope and the envisaged cycle of the 
SOCTA (5), to provide Member States and partners 
with longer-range strategic foresight on global 
issues related to criminal activity.

Public–private partnership is key to our collaborative 
response, not least because of its global ethos and 
reach. A first step would be to disseminate the 
EU’s strategic analysis to the private sector to raise 
awareness, but the primary objective is to minimise 
vulnerabilities in legitimate markets. Key players 
in online service provision and the financial sector 
should be prioritised for outreach for the purposes of 
information sharing and minimising vulnerabilities 
in emerging technologies.

In summary, the working group on organised 
crime advocates a more creative approach to 
combating criminality that looks beyond traditional 
law enforcement investigations, prosecutions 
and surveillance methods, and encompasses a 
wide range of administrative and preventative 
measures, including serious crime prevention orders 
already in use in some Member States.

(5) Serious and Organised Crime Threat Assessment.
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The Europol drugs lab, where investigators can see, touch and discover real equipment and materials used 
for the illicit production of synthetic drugs.

Recognising that the generation of profit is an 
important motivation for criminal groups, asset 
recovery and financial investigation capabilities 
must be strengthened, to increase the risk to 
criminal proceeds. Specific measures such as 
the establishment of a common EU platform for 
confiscation, financial reporting orders and reversal 
of the burden of proof should also be considered 
as tools for reducing the rewards of organised 
crime.

In light of the increasingly blurred distinction 
between internal and external security, EU law 
enforcement would benefit from expanding its sup-
port and promotion of intelligence-led investigation 
in developing countries and other areas of the world 
whose criminal groups impact on Member States. 
More generally, good practice should be shared on 
initiatives for capacity building in fragile states, 
with a view to preventing significant infiltration by 
criminal groups.

Last, but by no means least, we have an unprece-
dented opportunity to work in partnership with the 
citizens of the EU. The use of Internet services such 
as social media to generate community intelligence 
and distribute crime prevention guidance would not 
only provide reassurance, but would also empower 
the public to assist law enforcement in the fight 
against organised crime.



| EUROPEAN POLICE CHIEFS CONVENTION 201114 

could be the lack of leading ideologies in some ter-
rorist forms.

The changing dynamics in our societies, together 
with technological advances, may encourage iso-
lated, disaffected individuals to turn into violent 
extremists and even, in extreme cases, to become 
‘lone wolf’ terrorists.

Terrorism and extremism will shift to more hybrid 
forms. New types of terrorism such as eco anarchism 
will come to the scene.

What can be the future 
for terrorism?

Further fragmentation of some terrorist and 
extremist groups

Networks will become looser and terrorist and 
extremist groups will be able to set up and close 
more quickly. Technology and the Internet, in par-
ticular, deliver the capacity for terrorism groups to 
build a loose network, even from a virtual commu-
nity, at a very high speed. An explanation for this 

The future of terrorism
Conclusions from the European Police Chiefs Convention

Discussion panel on the future of terrorism.
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ment in conflict zones will continue to impact on ter-
rorist motivations.

Growing immigration flows will impact on 
terrorism and extremism

The insular nature of some immigration and the 
lack of integration of immigrants into wider society 
could lead to an increase in right-wing extremism in 
the EU. The traditional clashes between right wing 
and left wing might therefore increase. Some immi-
grants from countries with important terrorist activi-
ties could offer a bridge between the EU and conflict 
zones.

Regional shifts

EU-based terrorist groups try to shelter in other 
countries due to successful law enforcement 

Jihadi terrorism changing from a strategic 
threat to a more tactical threat

The decrease of Al-Qaida’s central influence is 
becoming more and more obvious. The shape of 
Al-Qaida is not the main issue: the problem is that 
the seeds that were planted a long time ago have 
grown within European society. Al-Qaida’s current 
capacity could be measured by any attack carried 
out in revenge for the death of Osama Bin Laden 
or in celebration of the 9/11 attacks. Such a show of 
strength might ignite passions on both sides of the 
divide.

The consequences of the Arab spring cannot yet be 
fully assessed although it presents a huge opportu-
nity for terrorists. The EU Member States’ involve-
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in all dimensions of society must be emphasised. A 
more integrated approach is needed with all social 
actors involved, such as those in schools, the media, 
police and justice.

Interoperability

Criminal and intelligence databases have to be har-
monised and interconnected as soon as possible. 
Concrete best practices and pragmatic training 
should then create a real European law enforcement 
culture. Flexible private partnerships should also be 
encouraged as well as dialogue with vulnerable com-
munities. Police and intelligence services need to 
reinforce their current collaboration while keeping a 
high level of source protection. The use of Interpol’s 
Stolen and Lost Travel Document (SLTD) database 
must be reinforced by EU and non-EU countries.

 activities. This will lead to a displacement of terrorist 
activities in those Member States traditionally less 
affected by terrorist activities.

The virtual world will be a tool, a target and a 
weapon

Society has become more and more depend-
ent upon technology which has the potential for 
exploitation by terrorists. Almost total dependency 
on web-based technology may appear as a weak-
ness. The Internet will not only be used as a tool for 
recruitment, training and planning, as well as being 
a potential target itself, but will also be used as a 
weapon, for instance against critical infrastructure, 
and for intelligence gathering. Terrorists will always 
study and invest in new technologies in any way pos-
sible to facilitate their activities, but the traditional 
means of attack will remain an easy, cost-effective 
option for the near future.

Potential economic impact on flows of 
commercial goods

A non-intentional impact of the cargo bombs was 
the banning of Yemeni imports into the USA. Similar 
techniques could have a devastating impact on the 
flows of global commercial goods.

Symbiosis between organised crime and 
terrorism

The border between organised crime and terror-
ism will become more and more blurred. Funding 
through organised crime activities will become com-
mon, and it is still not known whether some terror-
ist actors will change their motives to those of more 
personal interest. Organised crime groups might 
also use terrorist tactics.  

What can we do about 
this?

De-radicalisation and prevention of 
radicalisation

As radicalisation has been rather intensively studied 
in past years, the key action needed is the de-radical-
isation of radicalised individuals in society. This is the 
only future we can offer to them. Intensive invest-
ment is needed in this area. Prevention of radicalisa-
tion also has to be enhanced. Tactics and strategies 
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Comprehensive strategy for security matters 
that encompasses all types of threats

The increasing number of strategies and action plans 
leads to a silo mentality. A clearly defined strategy, 
identifying the appropriate actors, is essential. The 
EU security architecture would benefit from inte-
grated approaches to different crime areas includ-
ing terrorism, border management and serious and 
organised crime.

Coordinated cost-efficient approach to EU 
internal and external policy

It is essential that the administrative boundaries 
that currently exist between key agencies (Europol, 
SitCen, Frontex, etc.) are eased to facilitate coop-
eration and information exchange in a more prag-

matic way. Is it cost effective that two organisations 
sometimes analyse the same information? External 
policy aspects should also be coordinated, integrat-
ing some security dimensions.

Changing status of Europol

The borderless dimension of modern crime and ter-
rorism calls for a more ambitious role for Europol. 
The necessity of two Member States being affected 
by a criminal act before Europol may legally become 
involved is redundant in the case of a borderless 
crime. Europol should be able to engage itself more 
easily. In that field, executive powers for Europol 
may become necessary in some respects. Obligatory 
reporting to Europol of all terrorist events in Mem-
ber States is essential.
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Europol operations room, where EU law enforcement officers can coordinate live operations.
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Official opening of the new 
Europol headquarters

On the final day of the European Police Chiefs Convention, Her Majesty Queen Beatrix of the Netherlands 
officially opened Europol’s new headquarters in The Hague, in the presence of hundreds of senior law 
enforcement personnel, VIPs and dignitaries, almost 700 Europol staff members and other invited guests. 
Queen Beatrix unveiled a plaque to commemorate the official opening and was taken on a tour of the new 
premises, guided by Europol’s Director, Rob Wainwright, visiting the drugs laboratory and the cybercrime 
unit.

The new Europol headquarters are situated in the international district of The Hague. Its neighbours include 
the United Nations Criminal Tribunal for the former Yugoslavia and the Organisation for the Prohibition of 
Chemical Weapons.

The state-of-the-art building offers cutting-edge facilities including accommodation for Europol’s operational 
control centre, which is responsible for coordinating the exchange of criminal intelligence between EU law 
enforcement agencies and countries that have agreements with Europol, such as Australia, Colombia and 
the USA.

The spacious headquarters, commissioned by the Netherlands’ Government Building Agency and designed 
by Quist Wintermans Architects of Rotterdam, has a surface area of 32 000 m2 and 700 000 Dutch silver-grey 
glazed bricks were used for its façade. Glass roofs cover the winter garden and foyer, enabling the building 
to be filled with light, and some ceilings are more than four metres high. Elsewhere oval ‘light catchers’ have 
been used to draw in daylight.

Four office towers, varying in height and transected by atriums, house Europol’s staff. All Europol’s branches 
of expertise can now work together under one roof and conferences can be held in the various meeting 
rooms or the 400-seater auditorium, equipped with interpreter booths. All 27 Member States of the EU have 
their own liaison bureau at Europol as do representatives from nine countries with which the organisation 
works closely.

Security is top of the list of special requirements that this building had to meet — Europol may, after all, 
attract the attention of the people it is investigating. Physically, it is one of the EU’s most secure buildings 
and the functionality is extremely good, with a host of specific facilities installed. Much has been done in 
the line of electronic security to prevent any weaknesses in the computer systems. Europol’s work revolves 
around information technology — as the criminal information hub for all European police organisations — 
and there is now enough room for substantial IT facilities, for housing secure databases and for any new 
technological developments.

Europol’s 2011 iOCTA (6) report outlined how Internet-facilitated organised crime will continue to increase in 
line with broadband Internet uptake, finding new offenders and victims in areas of the world where Internet 
access was previously limited. In addition, there is likely to be an increasing overlap between organised crime 
and terrorist activity on the Internet. Because of the global reach and scale of this type of crime, Europol is 
ready to step up its centralised coordination of intelligence gathering, analysis, training and partnership 
management at an EU level, to ensure that Member States and EU agencies make the most effective use of 
the resources available.

(6) ‘Threat assessment on Internet-facilitated organised crime’, available to download from www.europol.europa.eu
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The new headquarters building does justice to the organisation that Europol has become. It is a statement 
to our stakeholders and the wider public that this is the home of the European police agency and it fits in 
with our organisation’s image and profile — it has a symbolic significance. We now have a fantastic symbol 
of peace and justice, an impressive and functional building.

Europol looks forward to welcoming delegates to The Hague for the 2012 European Police Chiefs Convention.
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Her Majesty Queen Beatrix touring the new Europol headquarters.
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HM Queen Beatrix unveils a plaque to commemorate Europol’s official opening.

HM Queen Beatrix meeting experts in the Europol Drugs Lab.
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Entrance hall & public area lit by a high glass roof.
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The winter garden brings the outside in.
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View of the building and its glass security wall from Eisenhowerlaan.
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European law 
enforcement memorial

European law enforcement officers who died in the 
line of duty have been honoured at Europol with a 
new memorial.

The steel sculpture, which is prominently positioned 
in the new headquarters, was created by Hungarian 
artist Apolka Erős and donated to Europol by the 
National Police of Hungary during the Hungarian 
Presidency of the Council of the EU.

The fragmented look of the sculpted mask makes for 
a dramatic appearance and is intended to reflect the 
complexities of life, its unpredictable fate and the 
diversity of human relationships, and the way these 
elements impact on and influence faces and charac-
ters. The sculpture represents a human face that has 
no individual character, and could stand for any col-
league who is no longer with us physically but is still 
in our souls and memories.

The memorial dedication reads: ‘In memory of Euro-
pean Union law enforcement officers who have lost 
their lives in the line of duty.’

The monument was unveiled during Europol’s Euro-
pean Police Chiefs Convention by Mr József Hatala, 
Commissioner of the National Police of Hungary, and 
Rob Wainwright, Director of Europol. The unveiling 
was followed by one minute of silence, observed by 
around 250 chiefs of police and senior law enforce-
ment officers from all over Europe who participated 
in the event, and 700 Europol staff members.
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