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Youth Call for Action 2018 

Feedback from the EU Member States 
 
 

1. Background 

 
Europol’s European Cybercrime Centre (EC3) launched on 20 November 2018 a new initiative: 
The European Youth Day. This was a first event of its kind, which brought together Europol 
experts and around 100 young students aged between 12 and 15 years old under the topic ‘Digital 
Rights of Youth against Violence.’ The event offered a unique platform for youngsters to make 
their voices heard on online and offline safety issues.  
 
Because of this unique initiative, a call for action was drafted, summarising the main discussion 
points and providing a clear view of young people’s concerns and expectations as to what should 
be done to protect them online. The call was distributed to all EU Member States (MS) and partner 
organisations, in order to amplify the voices of the youth. 
 
As a result, this document contains a summary of the answers provided by law enforcement 
authorities from 22 European countries, as compiled by Europol.  
 
The responses are listed below, divided according to the points of the youth call for action. 
 

2. Feedback 

 
1. Encourage Europol experts and law enforcement agencies, with the help of schools and 
educational centres worldwide, to expand the Say No! campaign in order to amplify its 
messages aimed at the prevention of young victims of sexual exploitation, including sexual 
coercion and extortion;  
 

The campaign was widely spread through various communication channels: 
- Social networks, police websites, NGOs, conferences, round tables, press releases, TV and RA shows, 

talk shows, in newspapers, online news, etc. 
- To youth/students in schools and other educational facilities across the countries in Europe.  
 
Some EU MS have made additional educational materials for different focused groups (children, youth, 
parents, caregivers, social workers, teachers, police officers, academia etc.), while others decided to 
spread the message of the campaign at Youth Film Festivals and cinemas before scheduled movies. 
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The majority of countries now have a strong focus on prevention and protection of youth/children 
against any sexual exploitation. The campaign is still on-going. 

 
2. Empower Europol to continue its role in coordinating and supporting law enforcement 
agencies in the fight against online sexual exploitation and related offline crimes against us;  
 

From a police perspective, Europol has a significant role in coordinating and supporting law enforcement 
agencies (LEA) in their fight against sexual exploitation of children online and other related offline 
crimes. It is imperative that a common institution such as Europol is able to have an overall overview of 
the criminal activities.  
 
Europol's role in coordinating cooperation between EU MS has been crucial and the agency is recognized 
as one of the key partners for international, oversees authorities, NGO’s as well as others in public and 
private sector. Europol’s partners agreed in their replies that the role of Europol needs to be further 
enhanced.  

 
3. Call upon Europol and law enforcement agencies to improve their working processes, 
technical ability and knowledge exchange among dedicated police officers and Europol 
experts;  
 

Europol and LEA are working closely together under the so-called EMPACT1 initiative in many crime 
areas including the fight against sexual exploitation of children in any form and the statement above is 
exactly what the EMPACT aims at. Constant education, improving of working processes and technical 
abilities are seen as a priority in all law enforcement agency activities that are organized by Europol, 
CEPOL, Eurojust, INTERPOL and other institutions.  LEA reported that they increased their proficiency 
and capabilities directly because they participated in various training courses, projects, information 
exchange and sharing of best practices and knowledge in luring investigative techniques. All these 
approaches have been basic ways to achieve  effective investigative success. 
 
They also reported establishing national databases of child sexual abuse material to assist investigators 
in identifying and safeguarding children and arresting perpetrators. This is an established specialized 
type of investigation called ‘victim identification’ that has the main aim of preventing re-victimization 
of children.   
 
Due to the continuous development of online criminality, improving working processes and obtaining 
new technical skills are set to be a priority. 

 
4. Remind all relevant stakeholders from private and public institutions, including 
governments and law enforcement agencies, that they do play a key role in our education, as 
well as in educating our parents and carers on the safe use of internet;  

 
LEA realize this statement is of great importance and have implemented several national and 
international awareness and prevention programs in close cooperation with schools, NGOs, hotlines and 
helplines, judicial and other public authorities. Among others, programs are related to internet safety, 
data protection, ID thefts, privacy, better use of social networks, various forms of digital violence 
(phishing, sexting, grooming, sexual coercion and extortion, cyber bullying). 
 
These topics have been well accepted by youth, parents, teachers and other educational staff. 
 

                                           
1 European multidisciplinary platform against criminal threats (EMPACT) aims to create a greater 
measure of continuity for fight against serious international and organised crime involving many 
stakeholders and operational plans for each year. For the protection of children against sexual 
exploitation, the crime priority is called also EMPACT Cyber CSE (and will be used further in the 
text). 
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In addition, many different approaches were taken by LEA, e.g. focused computer software with quiz 
and encouraging messages for youth to identify and reach out to trusted adults. Bloggers and 
influencers (‘youtubers’) and direct youth participation through “children’s parliaments” were all 
channels to engage explored by different partners with concrete actions agreed as a result.  
 

5. Call upon internet governance institutions, internet providers, policy makers and all 
relevant stakeholders to create a safer internet for children and young people, for example in 
terms of specific content and search options that could be tailored in an age appropriate way 
to meet our curiosity and needs;  
 

LEAs are supporting this call and meet regularly with these stakeholders, advising them on creating safe 
environments for children and young people online. This is an on-going task in every country, and should 
be a priority. Some suggestions included that mobile service providers should develop programs for 
filtering internet content, based on the age, and those companies that develop web browsers should 
also develop protective software (parental controls software). In addition, stakeholders should 
participate in an open dialogue with young people, as a priority to jointly define what good online 
behaviour is. 
 
In this regard, many different initiatives with governance institutions, internet providers, NGOs and 
other relevant stakeholders are already taking place, which help to prevent and combat the sexual 
exploitation of children online, cyberbullying and related offline crimes. One EU MS is considering to 
create a national label for “companies fighting sexual exploitation of children". Another LEA reported 
that their commissioner for children gathered a group of young people to act as his expert advisory 
group. In general, it was emphasized the need for the government to provide clear information on 
everybody’s responsibility to create a safe, digital world. 
 
In the LEA response, it was highlighted that young people are already members of advisory boards in a 
majority of safer internet centres across Europe, and that they share their experiences directly from “the 
front battle lines” to promote/ensure a better internet for youth and children. 

 
6. Insist that our personal data is safeguarded by the companies who request it from us. We 
take upon ourselves to protect our information to the best of our knowledge, but we expect 
the same from those we entrust our details to;  

 
LEA reported that MS are having strict privacy policies and legislation on personal data, while police 
officers notice how easily people (young and adult) share their own personal information on open online 
platforms. Safety of personal data should be paramount in digital world. Many LEAs in Europe maintain 
good and close cooperation with national data protection authorities, which includes sharing knowledge 
and best practices in protecting personal data.  
 
LEA understand that it is highly important for personal data to be protected, processed and stored 
securely, while disclosure may happen only in accordance with the law. In addition, personal data must 
be collected for specified, explicit and legitimate purposes and should not be further processed against 
its purpose, which is in accordance with actual general data protection regulation (GDPR). The entry 
into force of the GDPR has intensified the need to adopt new and more effective data protection tools 
in relation to social media users' personal information and promoting the adjustment of the relevant 
legal provisions at short term.  
 
Finally, LEAs believe that everybody in private or public sector to whom each child and adult disclose 
personal information should handle them with special care. It is therefore necessary to supervise their 
approach to collecting personal information. 
 

7. Further insist on the need to draft the terms and conditions for mobile apps, websites and 
social media channels on a simple and clear manner, customized to our age, so that we can 
properly understand the privacy implications of their use;  
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LEA support the idea of simplified and adapted terms and conditions, so that the youth and children can 
understand them correctly, without compromising or misleading from the original legal text. 
 

8. Encourage every child and teenager around the world to make a respectful use of the 
internet, standing together by becoming a youth advocate against harmful online peer 
behaviours such as bullying, harassment, social exclusion and other technology misuses and 
abuses which could negatively impact our physical and mental health;  

 
It is crucial to support the digital education of young people and encourage their good online behaviour, 
responded LEA, and added that education is a key role for respectful and safe use of internet. This is the 
one of the 12 calls, where the youth advocates showed willingness to share some of the responsibility. 
LEAs are more than willing to help spreading this message, and highlighted the availability of many 
initiatives to increase awareness (e.g. better use of social media, possible consequences of 
misbehaviour) to make users more responsible.  
 
An additional idea from one of the LEA was to ask youth to create guidelines for an intelligent use of 
internet by youths themselves, since the youth and children from across the globe need to be 
encouraged in behaving responsibly online and in their everyday life. 
 
LEA welcome the involvement and active youth participation that aims to raise their awareness and 
defend their rights in the digital world. 
 

9. Call upon schools and educational institutions to develop policies and procedures to 
reinforce our safety while we are connected to internet during school hours, providing us with 
the necessary trusted environment to look for and find help as required;  

 
Cooperation between police and schools is recognized by LEA as important because together they can 
help encourage appropriate behaviour online and offline. In many countries this is accepted as normal  
and in some, this kind of cooperation is part of a national strategy, national protection laws or 
formalized between the schools, the social services and the police.  
 
LEA presented two type of practices: (1) the creation of contact teachers in schools, who coordinate 
many activities against various forms of cyberbullying and students can get advice, and (2) the existence 
of shared networks to which schools, institutes, faculties and other institutions from the science and 
education system are connected. These promote the safe use of computer technologies and enable users 
to explore the opportunities they offer in the world of science and education. Both projects are funded 
by national authorities.  
 
In connection with point n.8, LEA encourage the active participation of youth in discussions with all 
stakeholders in educational settings to ensure safety on the internet at least during school hours. 
 
These types of action are being strongly considered for inclusion in the next action plan for European 
law enforcement.  

 
10. Remind our parents and carers, that we live online just as much as we do offline, and 
when it comes to technology we need to be raised with the same ethical principles and values, 
protected with the same level of understanding, and guided with the same growing paths, in 
the real world and online:  

 
Getting parents involved in children's online lives to an even greater extent is highlighted as one of the 
most important goals. People are engaged in online activities almost the same amount of time as in the 
real world; therefore, raising awareness on the same ethnical principles and values on both settings is 
significant.  
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LEA stated that it is important that children, young persons and adults clearly understand that the 
internet is not an environment where they can hide behind imaginary anonymity and abuse it in any 
way. 
 
In sending the above message, different approaches were taken by LEA: from releasing instructions on 
safe websites (police, NGOs websites) to publishing handbooks with scientific studies.  
 
LEA agree with this call and encourage parents and caregivers to learn about the online world, especially 
because they are probably the first trustworthy people to whom youth can go to for assistance and help. 

 
11. Invite all professionals and in fact all members of society to support and promote every 
activity that could help to end any form of sexual exploitation of children and youth around 
the world;  

 
LEA stated that it is important to cooperate with public and private actors in combating and preventing 
sexual exploitation of children and young people. They are fully dedicated to working closely with all 
professionals in fighting against sexual exploitation of youth and children. This is their message to all 
interested parties at every opportunity. 
 
All LEA responders fully agree with youth call no. 11 and are strongly supportive in involving all 
professional stakeholders and members of society to counter such phenomenon. LEA emphasized that 
cooperation with all relevant stakeholders from private and public institutions as well as raising 
awareness is essential in combating sexual exploitation of children. It can help reduce the extent of this 
phenomenon. LEA, in their specialized units, are doing their best to fight any form of sexual exploitation 
of children, to prosecute perpetrators and to safeguard victims. 
 
LEA give full support to young people to continue their fight for a safer internet, also with inclusion of 
this task in the EMPACT Cyber CSE draft operational plan for the year 2020 and in many national 
strategies.  
 

12. Recommend that Europol continues to organise an European Youth Day at Europol on an 
annual basis in order for us to appraise the impact that this first Call for Action has had,- and 
to further develop our role in trying to ensure a safer online and offline world for young 
people.  
 

LEA responded that they are glad that Europol organized the European Youth Day at its premises by 
inviting youth advocates to discuss important topics under the Digital Rights of Youth against Violence.  
 
They also recommended Europol to continue organizing this event on an annual basis, as this will help 
LEA to hear the feedback of youth to make a safer online and offline world for them, and can further 
increase the focus and interest among LEA and stakeholders. It was also noted that there must be a 
room for strong discussion and reality checks. 
 
LEA wish a safer online future for the youths all over the world. 
 

Read the full call for action here: 
https://www.europol.europa.eu/sites/default/files/documents/call_for_action-european-
youth-day.pdf   
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