What can you do to protect yourself & your home computing environment?

Know the enemy

While it remains a challenge to protect your home computing environment against a dedicated, multi-pronged and sophisticated attack, by
following a number of fundamental information security practices, you will be able to reduce the risks.
These are some of the key security practices that you should consider:

It is commonly acknowledged that people themselves are the weakest link in the information security chain and attackers
have become very sophisticated in exploiting this to their advantage. Today, a typical attacker is more professional, operates
more secretly, and relies more heavily on social engineering techniques to target victims via trickery and deception into
unwittingly or even knowingly providing information and access that would have been much harder to take by force. Social
engineering attacks increasingly target speciﬁc organisations or persons and are designed to take advantage of one or more
fundamental human drives, emotions or weaknesses. Many of these victims will never realise that they, or their systems,
have been attacked.
When attackers target a home computing environment, they typically aim to steal personal data such as payment card data,
online banking credentials and government identiﬁcation numbers, but they are also looking to compromise computer
systems to make them part of an even bigger Botnet. These compromised elements are frequently sold on the underground
economy which was estimated by Symantec in 2008 to be worth about USD 276 million.

Protect your endpoint with (legitimate) security
software with anti-virus and personal ﬁrewall
functionality. Keep this software updated on a
regular basis

Run operating system accounts with the
least privileges if possible

Protect your Wi-Fi access point (WPA encryption,
change default passwords on routers, MAC
ﬁltering)

Choose strong passwords and change them
often

Encrypt sensitive information or don’t
store it on an Internet-connected personal
computer. Encrypt sensitive information
you send across the Internet

Update and patch the operating system
and application software on a regular basis

The anatomy of a compromise

Let’s look at a speciﬁc attack scenario: Mallory, an attacker, aims to make new
computers part of his Botnet. He does this by compromising Bob’s Facebook
account. Since Bob used a weak password, Mallory can easily guess what it is and
impersonates Bob by sending a Facebook message to his friend Alice. He includes
a link to download free “anti-virus” software and Alice, who trusts Bob as an IT
expert, downloads the software and installs it. The “anti-virus” software contains
a Trojan that allows Mallory to take over Alice’s computer. Mallory can now steal
any sensitive data that may be on Alice’s computer but, more importantly, he can
use Alice’s Gmail account to send e-mail messages to all her contacts, containing a
PDF ﬁle infected with yet another Trojan malware, inviting her friends to a
birthday party. Alice had a strong password, but saving her Gmail password in the
browser made this really easy for Mallory.

Be careful of the personal information you
place on social networking sites like LinkedIn and Facebook. This can be used in a social
engineering attack against you,
your friends, associates and organisation

Think before you click: be wary of emails
and websites. If it looks too good to be
true, it probably is!
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